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Anomauia— IlpoananizoBaHo BiioMi migxoam a0 po3podku
anapaTrHux 3aco6iB kpunrorpadgiuHoro neperpopeHns. Bujgineno
Ti 3 HHX, $IKi MOKYTh BHKOPHCTOBYBATHCH $IK 0a3oBi 14
peasizamnii NCeB/I0OHE/IeTEPMiHOBAHUX Kpunrorpadgiyanx
nepeTBopeHb Ta HABEJACHO MPUKJIA/] TAKOI peastizaltii.

Abstract—Known cryptographic transformations hardware
design approaches were analyzed. Those of them, which could be
used as basic ones for the pseudonondeterministic cryptographic
transformations implementation, were pointed out and an
instance of the implementation was presented.
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I.  Bervn
Konnemist BiakpUTOCTI KpHUNTOTrpadivHIX aIrOPUTMIB IIPH
3aKpHTHUX  [ApaMeTpax  KpumTorpaiuHHX  MEPETBOPCHD
(xmo4iB)  JO3BONSE  JOCTHITWTH  HAYKOBIH  rpomani

JOCIHKYBATH 1X CTiHKicTh. OCTaHHE CHpPHSAE HAYKOBHM
JUCKYCIIM, a BIATAK IOBHIKOCTI PO3BHTKY KpHmTorpadii.
BogHouac, mompM IFO HW3KY IIEpeBar Taka BIAKPHTICTH
KpHITOTrpaivHIX IEPETBOPEHD T03BOJIE KPHIITOAHAIITHKAM
peami3oByBaTH aTakd, 0OYMOBJICHI BJACHE TAKOK BiTKPHTICTIO

amroputMis [1-3]. TakuMm YHHOM TOCTANA MPOOICMA PO3POOKH
KpHUNTOTpaivHAX  TEPETBOPEHb, SIKI HPH  30epereHi
BIKPUTOCTI A0 AOCTIIKCHb 3aKpHBATH O BiA 3TOBMHCHHKIB
crnoci0 kpunrorpaivHNX MEPETBOPEHb, SIKI BiIOYBAIOTHCS HAJ
JAHAMH, IOO 3aXHIMAKTECA [4, 5], axTyaapHICT AKOL
00YMOBITIOETHCS BHIICBHUKIIAICHIMH CYICPCHITHBHMH
TCHACHINIAMH. PIICHHIO 11i€i IpoOIeMH MPUCBAUCHI, 30KPEMA,
JAHI JOCIIKEHHS.

MeTol0 JaHOTO JOCTIHKCHHS € IMABHINCHHA CTIHKOCTI
KpUNTOTPA(ITHIX TCPCTBOPCHD 10 AHAMI3Y 3IOBMHCHHKIB
LULIXOM peamizamii TICEBOHEACTCPMiIHOBAHUX
KpHITOTPa(ITHIX TIEPETBOPEHb.

Ha mnmaxy 70 MJOCATHCHHA JAHOI MCTH  HCOOXIiTHO
po3B’s3atu HU3KY 3amad. OpHIEO 3 OUX 33734 € po3podOKa
CHCUIAT30BAHUX  KPUOTOTpaivHHX amapaTHHX  3aco0iB.
Po3B’A3aHHIO SIKOi PHCBSMEHO JaHY POOOTY.

II. CTPYKTYPU OIEPALIMHUX IIPUCTPOIB

Bigzoma Hu3ka poOIT NMPHCBSMEHHUX PO3POOII amapaTHHUX
3ac00iB s peamizamii KpHOTOrpaQivHHX TCPECTBOPCHD, IO
CTBOPIOKOTH [UTS 3IOBMHCHHKA HEBH3HAUCHICTH B MAPAMETPax
orepanii, mo BHKOHYIOTHCA [0-9].

B poboti [6] mpOmOHYETBCA CTPYKTYpa VHi(IKOBAHOTO
MPUCTPOI0 KPUNTOTPA(IYHUX IEPETBOPEHDb, SKHH PeaNizye



HU3KY TCPETBOPEHb, BHUOIP SKHX 3aICKHTh BIJ BEKTOPA
KepyBaHHS. TakuM YHHOM, [ 3JTOBMHCHHUKA, SKOMY
HEBIIOMHUIT BEKTOP KEPYBAHHS, YTBOPIOETHCS HCBH3HAUCHICTDH
Y BHKOHYBAHOMY TWICPCTBOpPCHI. Y podoti [7] HaBOAATHCS
Crieriam3oBaHi MPHCTPOi I KEPOBAHUX KPHITOTPadidHUX
TIEPETBOPECHDb HA OCHOBI KEPOBAHUX IIEPECTAHOBOK.

AmapatHi 3ac00H Ta CTPYKTypa CICIANi30BAHOTO
mpouecopa And 0araTOKaHAIBHOTO KEPOBAHOTO TEHIYBAHHS,
posraHyTi B podorax [8, 9], 0a3yrOThCS HA JIOTIUHHX
(PYHKLISX, aHATOTTIHHUX BUKOpHCTaHUM ¥ SHA-2, Ta kepoBaHi
3CYBH apryMeHTiB 1ux ¢yHkuii. Ha puc. 1 HaBeneno npukiag
TAKOI CTPYKTYPH.

(iMn1)
1

ot} &

hY

—_—
oy

(P} i
X

u'ij_'l_:'.l_'- &
p 1) Pr
i1~ —|Pr.scysy 3

Puc. 1. CtpykTypa omepaliiifHoro mpucTpor Ha OCHOBi JIOTiuHOI QYHKINI Ta
pericIpiB 3CyBY

i

3arambHUM HEAOMIKOM JAHHX 3aco0iB Ta MAXOMIB, IMO
JEXAaTh B iX OCHOBI € Te, IO MONPH NEBHY HEBH3HAYUCHICTH Y
BHKOHYBAHHUX IICPETBOPCHHSX, 3JIOBMHCHHKY 3aJIHIIAIOTHCS
BIZJOMHMH KUIBKICTH Ta YEPTOBICTh IIMX NIEPETBOPCHB, a TAKOXK
JaHi, HAT SIKAMH [i NCPETBOPCHHS BHKOHYBAINCH. Y POOOTi
[4] sampomoHOBAHO  MOMCHI  TCCBAOHCACTCPMiIHOBAHHX
KpHNTOTPa(IivHIX TIEPETBOPEHb, SKI JO3BOJLIOTH YCYHYTH
3a3HAYCHI HEAOIIKHL

Jns  peamizamii  MomeneH — IICEBIOHEACTEPMIHOBAHHX
TIEPETBOPEHD TPOMOHY €THCS YIOCKOHAIUTU X1,
BHKOPHCTAaHUH B pobortax [8, 9] 3 ypaxyBaHHAM YTBOPCHHS
HCBU3HAYCHOCTI 3JI0BMHCHHKA Y JAHUX, IO 0OPOOIIFOTHCA HA
NEBHIH iTepamii. Ha pwuc. 2 HaBEOeHO CTPYKTYpY TAKOTO
orepaniiHoro mpUCTporo. Moro mepeBaror HaX CTPYKTYPOTO,
300pa’keHO HA pUC. | € MOXKITHBICTH AHANTYBATHCA 0 BXiTHHX
JAHUX Pi3HOI po3MipHOCTI. Biok xomyrarii # yINITFHCHHS B
ONEpPAIiHHOMY TIPHCTPOI O3BOJIE VINUIBHUTH JaHl 110
JOMYyCTUMHUX B JIOTIYHUX OJTOKAX, 3’ €AHAHI 3 HOTO BUXOJAMH.

BHUCHOBKH

B nmawiii pobOTI BH3HAYEHO AaKTYaJbHICTh peamizarii
TICEBAOHEICTCPMIHOBAHNX Kpunrorpadiuanx mpmmirusis. Ha
OCHOBI BIJOMHX CTPYKTYp KpHNTOTpa(idHHX TIPHUCTPOIB
3aMPOMOHOBAHO CTPYKTYPY ONCPALiHHOTO NPHCTPOO, SIKHH
MOKC BHKOPHCTOBYBATHCH B CTPYKTYPl CIICINaNi30BAHOTO
nporecopa.

l ein DnoOKa KepyEAHHA

1
3
—
Buok
KOMYTaLi i
"7 | vminemeHHT &
_..
: & E
Puc. 2. Ilpuxian CTPYKTYpPH omnepariifHoro TIPUCTPOIO JUIS

TICEBAOHEACTEPMBIHOBAHOT' O IEPETBOPEHHS

HemomikoMm 3amponmoHOBAaHOI CTPYKTYpH € ii amaparHa
HA/UIMIIKOBICTh TOPIBHAHO 3 aHamoramu. [Ipore mammi
HEJOMK KOMIICHCYETBCS 32 PAXYHOK MOKIMBOCTI HOTO
BHUKOPHUCTAHHSA A peami3amii  ACKUTBKOX — Pi3HHX
KpHNTOTPaivYHUX TICPETBOPEHb, HANPHKIAA CHMETPHIHOTO
OI0KOBOTO MU(PYBAHHS TA TCITYBAHHSL.
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