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Anomayin—CyuacHuii pHHOK colliaJILHNX iHTepHeT-cepBiciB
NPEACTABJCHMIT  BeJUKOI0 KiJbKICTIO IHCTPYMEHTIB st
opranizanii B3aemoii akropiB i mocryny a0 konTenty. Okpim
NO3UTHBHUX KoMyHikauiiHux Baactupocteii CIC e pxepesom
3arpo3 iHdopmaniiiniii 6esneni (IB) nep:kaBM, 10 MOB’sI3aHO 3
MOIMIMPEHHSIM JECTPYKTHBHUX iHGOPMANiiiHMX mOCHIIB st
MaHinyJIloBaHHA CYCHiJbHOIO cBifiomicTio. ToMy BHHHKa€
HArajbHa MOTpeda ynpaBJiHHA IpomecaMn B3a€MOJil aKTOPIB y
BipTyanbHux cminbHOTaX. Po3pobka edeKTHBHMX MeTOAIB
CHHTE3Y TAKHX VIPABJSIIOUHX ifi YCKJIAMHIOETHCSI BiICYTHICTIO
peryasinii ingopmaniiinoro npocropy CIC Ha gep:kaBHomMYy piBHi
i oxHoYacHEM BHKoOpHCTaHHSIM akTopam aekiibkox CIC.
3anpononoBano miaxix a0 kKaacudikauii cysacuux CIC 3
BHKOPUCTAHHAM  03HAKOBOI0 NPHHIMIY Ta iepapxiuHoro
niaxony. Bukopucrannsa po3podenoi kiacudikauii 3a6e3neuntn
yHi(ikanilo nponexyp cuHTe3y YHpapJIsllouuX Jiii 1Sl nepexoxy
BipTyaabHOI cnijibHOTH 10 Gaxanoro crany Ib. 3anpononoBana
KkJacugpikaniss Oyre NokjIageHa B OCHOBY (YHKI[iOHYBAHHS
cucremu 3a6e3nevennsi I1b nepxxasu y CIC.

Abstract—The modern social networking service (SNS)
industry has many ways to organize its actors’ interactions and
grant access to the content. Though having positive
communication features SNS are a source of potential threats to
national security since their destructive outreaches can change
public attitudes. This presents a challenge to controlling SNS
actors’ interactions. Actors using several social networks as well
as authorities neglecting regulations for SNS activities make it
harder to synthesize efficient controlling techniques. The article
suggests a mechanism for classifying modern SNS by their

features and in a hierarchical fashion. This mechanism could
unify the control synthesizing procedures for the virtual unity’s
transition to the desired state of cybersecurity. The classification
suggested for SNS is recommended as the basis for the National
cybersecurity system.

Kniouosi cnosa—couyianeni inmepnem-cepeicu; iepapxiuna
Knacugpikayin; akmopu; inpopmauiina 6esnexa
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I. Bcryn

B cygacHux ymoBax couianbHi iHTepHer-cepicu (CIC)
HaOynu  TONyNSpHOCTI  SIK  C(EKTUBHUM  IHCTPYMEHT
KoMyHiKanii. B pe3ynbrari yqsacHUKY BIpTyasTbHUX CITIJIBHOT —
akTopy, BUKOpUCTOBYIOTE CIC He TiNBbKM I CIIUTKYyBaHHSA,
ane i ans camoopranizaumii [1-2]. YTBOpeHHs 00'eqHaHb
rpomazsan y CIC, sixi B Tiporieci CBOET JiSTBHOCTI 3MIHIOIOTH
CYCIIJIbCTBO, MOMIIHBE 3aBISKH IPOAYKYBAHHIO 1 OOMIHY
KOHTGHTY, 110 € CKJIAJIOBOK HAILIOHAIBHOro iH(opmauiiiHOro

npocropy. OpnHak, Taknii  KOHTEHT MOXe  HOCUTH
HEIOCTOBIPHU, HEMOBHUH abo yrepemkeHWil XapakTep i
CTBOPIOBATH epeyMOBU JUISE MaHiIyITFOBaHHS

IH/IMBI1yaJIbHOIO 9 CYCIIUIBHOIO CBIZOMICTIO.

Bigomo, mo CIC BigirpaBaigy KIIOYOBY poib B IIpoLecax
opraHizatiil akTopiB JJIsl OLEPATHUBHOL B3aEMO/IT 1 yrpaBiHHs
migx uvac «KonmbopoBuX peBoNIONiiy, «ApaOchkoi BecHW»,
«ribpuaHoi BiffHW» Ha cxodi YKpaiHH Ta iHIUHX IPOTECTHHX
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akiisx [2]. Tomy mpomecu B3aemonii akropi y CIC
MOTPeOYIOTh YIPAaBJSIOYHX BIUIMBIB Yepe3 iCHYIOUI KaHAIU
corianpHol KOMyHikaii Juist 3abesneuenns 1B mroxuHm,
CYCITIITLCTBA, AepIKaBH.

Po3poOka e(eKTHBHHX METONIB CHHTE3Y YIPaBIIIIOUHX
BILIMBIB Ha mnoeeniHky akrtopie y CIC [2] yckiaaHIOEThCS
BiZICYTHICTIO  perynsiuii  iHdopMauiiiHoi  B3aemonii Ha
JepyKaBHOMY piBHI. B CBOIO 4epry, akTopu s KOMYHiKawii
BukopuctoByroTh ne oxua CIC, a oxmpasy jexinmpka i3
34CTOCYBaHHSIM 3aco0IB IHTErpailil ITOMIMPEHHS KOHTEHTY 3
ogaoro CIC B inmmit. B pesynprati y CIC yTBOproroThCA
CKllajHi  opraHizauiiiHi  crpykTypu  B3aemouii.  Tomy
kiracugikanis CIC € HeoOXiTHOI YMOBOIO JUTS BCTAHOBJICHHS
X ocobmuBocTel 1 momampmiol yHidikamii Ta QopMamizaiii
migXoMiB Ui BUPOOJICHHS  YIPaBISIIOYMX —BIUIMBIB  HA
BipTyaJIbHI CITUTEHOTY JUIA iX TIepexozty Jo Oaxanoro crany Ib.

II. XAPAKTEPUCTUKA COLIAJIbHUX IHTEPHET-CEPBICIB

Cyuachi CIC npeacrapisiorh coboro mwiatdopmy adbo Bed-
caiTd, sIKi IPU3HAYCHI JUTs CTBOPEHHS COLIAIBHUX MEPExK abo
COIIATPHUX B3a€MO3B’SA3KIB MK JIIOABMH, SIKi, HAIpUKIA,
MAalOTh CIIJIbHI IHTEPECH, JisUIbHICTh 200 YTBOPIOOTh PeasbHi
un BipryanbHi 00’eamanus [3-5]. 3asuuait CIC wmictsrs
iHpopMaIlil0 TMPO KOKHOIO akTopa, sSKa HA3UBAETHCS
npodisem, Horo couiayibHi 3B'S13KM, 8 TAKOX Psiji JOAATKOBUX
nocayr. bineuricts CIC maroth BeG-inTepdeiic i HamaroTh
3aco0H U1 B3aeMoii akTopiB depes [HTepHeT.

BpaxoByrouu ocTaHHi gociipKkeHHs [2, 5] 1 ocobauBocti ix
3aCTOCYBaHHA B pi3HUX cdepax CyCniIbHOI HisUIBHOCTI,
chopmymoeMo Taki gediHimmii kateropiid: axmop CIC — ue
KOpUCTYBay, sikuii mae npodinb, crBopenuii 3acodamu CIC;
coyianbHuli inmepnem-cepgic — e cepBic y Mepexi lHreprer
IV CTBOpPEeHHS TMpodUTB aKTOpiB, BCTAHOBICHHSI HUMHM
B3a€MO3B’S3KIB 3 IHIIMMM aKTOpaMu 1  BipTyaJbHUMU
CIIBHOTaMM Ta 3a0e3NeveHHs iHCTPYMEHTaMHM KOMYHIKaryi,
CTBOpEHHSA ¥ MOIIMPEHHS KOHTEHTY PpIi3HOrO  THITY.
Buxopucraemo crifibHI OPUHUMIN, [OKJIAJCHI B OCHOBY IX
(yHKIIOHYBaHHS, ST PO3pOOKH y3arambHeHoi Kiacuixarii
CIC i3 3acTocyBaHHAM O3HAKOBOTO IIPHHIUIY Ha OCHOBI
i€papXxiyHOro IiaxoLy

T1T. KITACU®IK ALIS COLTAJIBHIX THTEPHET-CEPBICTB

Buninsrors Taki cnocodm goctyrny aktopis o CIC: uepes
Be0-Opay3ep — TOCTYII JIO CepBiCY peati3oBaHO Ha OCHOBI BeD-
inTepdeiicy; 3 BUKOPUCTaHHAM JI0JATKy — Hependadae
po3poOKy cremianbHOrO gonatky ans poborm 3 CIC mix
VIIPaBIiHHAM OIEpalliiHOl CHUCTeMH KiHIL[EBOTO IIPHCTPOIO
KOPUCTYBava.

3a gocrynnmicrio CIC mominsroTe Ha: BIAKPWTI, SKI
TOCTYIHI JUIS peecTpallii BciM KOPHCTyBadaM; 3aKpHUTI —
Oesmeyni  TIATOPMH, SIKIi BUKOPUCTOBYFOTHCS OOMEKCHHUM
KOIIOM ~ aKTOpiB, T1I0 BIATIOBITAIOTH 3aJaHUM  BHMOTaM
BipTyaJIbHOI CITITEHOTH.

3aNeKHO BiJl (PYHKITIOHAIBHOTO IPU3HAYCHHS PO3PI3HSIOTH
taki CIC: 1. ComianbHi MOITYKOBI cuctem¥ (social search) —ue
cepBicH, sIKI JIO3BOJSIIOTb AKTOPaM CaMOCTIMHO BM3HAYaTH

TIPIOPUTETHI HATIPSIMKH TIONITYKY KOHTEHTY, 3aJlaBaTH KJIFOUOBI
ClOBa, OOHWpaTH [Kepena KOHTeHTY i (GopMy MMoJaHHA
pesyabratie. 2. Conianei 3aknajgku  (social bookmark) —
LEeHTpaJli30BaHa OHIalH-CITyk0a, sKka JJO3BOJISIE aKTOpaMm
JNONaBaTH, AaHOTYBaTH, pelaryBaTd 1  OOMIHIOBAaTHCS
3aKiajikaMd, BUKOpUCTOBYKOuM Teru. 3. BikiBixi (Wiki) —
IHTepHeT-cepBic, MOOYyMOBaHWIT HAa  OCHOBI  TEXHOJOTT
CTBOpPEHHA KOJeKHii 3B’sA3aHMX MK cO0OI0 3ammCiB, SKi
MOXYTh CTBOPIOBATH 1 pearyBaru yci akropu. 4. broru (blog)
BHUKOPUCTOBYIOTECS JUTS TyOJtiKalii ANCKPETHUX TMOBIIOMIICHB
1 ix obroBopenns. 5. ConianbHi Menia-cxoBuIa (social media
hubs) upmsnadeHi s 30epiranms, wiacudikamil i oOMiHy
mudpoBumu  QororpadismMu, aymio- Ta  Bieo3anmcamy,
TeKCTOBUMU (haiilaMy, Mpe3eHTAllisIMH H OOTOBOPEHHS IHX
pecypciB. 6. Kapru 3maue (mind map) — ue CIC s
TIpeACTABIICHHS 3a/a4, TE3WCIB, ifiell, 00’ €JHAHWX €IUHOI0
KOHUenuielo y Buriaai  aiarpam 1 rpadikis.  Yacro
BHUKOPHMCTOBYIOTBCS JIsL Bi3yamizarii cepemoBMIa B3aeMOiii
aktopiB. 7. ComianbHa Mepexka (social network) — ne CIC,
SKMHA TPYHTYETHCA HA COLIANBHIH CTPYKTYpi, CKIaJacThes 3
MHOKHHHM COIialIbHUX CyO'€KTiB (akTopiB uM oOpramisariii),
Habopy MiaJHMX 3B'A3KIB Ta IHITNX COMIANBEHUX B3aEMOMIH MK
wumu.  Kourentr  coujambHoi  Mepexi  dopMmyeTbes
6e310cepe/IHRO aKTOPaMH, 3 MOKIIMBICTIO BKa3aTH JiaHi IIPo
cebe Ui IOJAJBIIOrO CTBOPEHHS KOHTAKTIB 3 IHIINMH
cy0’exramu. 8. CouianbHi reocepsicu (social map) — CIC, sixi
3a0e31euyoTh akTopin 3acobamu inerrudikamii,
KOMEHTYBAHHS, JIOMIOBHEHHS (hoTorpadisiMir 00'ekTiB Ha KapTi.
9. Mewan (mesh up) ob'ennye ¢ynkuii aexinbkox CIC i
3abesrieuye iHTErpaiiio iX KOHTCHTY, B pPE3yJbTaTi 4Ooro
YTBOPIOETHCS HOBWH YHIKaIBHUI cepBic. TaKvM YHHOM, BOHW
BUCTYNAIOTh  €(pEeKTMBHUM  IHCTPYMEHTOM  HE  TiJIbKU
KOMyHiKamil akTopiB, ame i B Ipolecax camooprasizarii
IPOMAJITHCEKOTO CYCIIIBCTBA.

BucHOBKU

Cyuachi CIC npejicraBiieHi IUPOKUM KJIaCOM 3aCO0iB JiIst
3aJ0BOJIEHHS TOTpeG aKTopiB Yy KOMYHIKalii, KOHTEHTI,
CaMOBHpaXkeHHi,  coliami3allii ~ TOIIO.  3alpoIOHOBaHA
knacudikamis  cydacHux CIC  103BOJsIE  BCTAHOBUTH
ocobsmBocCTi X yHKITIOHYBAHHS i TIPOLIECiB B3a€MO/TiT aKTOPIB
I oprasizamii  edekTuBHOI cucTeMH 3abesnedeHHsa [b
JEPIKABHU.
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