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Anomauin — IlepeBipeHo  kpunrorpadiudi  BiaacTUBOCTI
S-onokie mmpy ACTY 7624:2014 «Kanuna» Ta iioro

nonepennboi Bepcii 2007-ro poky. Ilokaszano, mo S-6j0ku
OCTAaHHLOI Bepcii Oy 3HalijleHi He NUISIXOM BHIIAJKOBOIO

MONIYKY.

Abstract — We examine some cryptographic properties of
S-boxes of DSTU 7624:2014 (“Kalyna”) cipher and its previous
2007-year version. We show that S-boxes of last version of this
cipher cannot be randomly generated.
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Oupepenuianie; madnuys imogipHocmeil JUHIHUX anporcumaniil
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[IBuakwii po3BUTOK iH(POPMALIITHIX TEXHOIOTIH 3YMOBHB
PO3BHTOK 1 BIIPOBAIKCHHS KPUNTOrpa(ivHHX anropuUTMiB 1
MPOTOKOIIB B pi3Hi cepn Hamoro >kurTs. [InraHHA 3axmCTy
KOH(IACHIIHHOCTI JAHWX IIOCTAE MAiDKE B YCIX CHCTEMAax
eJIEKTPOHHOI 0OPOOKH maHWX. BIOKOBI MM(pH € MOMMpPEHIM
KPHIITOIPHMITHBOM 111 3a0e3TeUcHH  KOH()ICHIIHHOCTI.
Ckinanosl cydyacHuX ONOKOBHX INH(pPIB OOMPAFOTBCS depe3
MPU3MY BIAOMHX METOXIB KPHITOAHAMY A 3a0e3MeuCHHS
CaMOTO BHCOKOTO piBHA HagiliHocTi. OgHAK METOAH
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KPHIITOAHATI3Y ITOCTIHHO BIOCKOHATIOIOTHCS, TOMY HEOOXITHO
TIOCTIHHO TIPOBOJUTH PETPOCICKTHBHY OLIHKY
KpHITOTpadivHOi CTIHKOCTI HASBHUX AITOPUTMIB.

Y 2015 pouwi B VYKpaiHi OyB NPHHHATHH HOBHUH
HAIIOHAIbHUH CTaHApT 610K0BOTO mu(hpyBaHHS
JACTY 7624:2004 («KamuHa») [1]. Po3poOHUKH CTBEPIKYIOTH,
OI0 OJHI 3 TOJOBHUX CTPYKTYPHHX OJHHHIb JAHOTO IIH(pY,
Tabmumi  HemiHiHOI 3amiEd  (S-Omokm), Oymm  oxep»kaHi
[IUIIXOM BHIIAIKOBOTO MOINYKY. B manii poboTi 3a 10moMOroro
CTATHCTHYHOTO aHAI3Y LIE TBCPHKCHHS OyAC MCPCBIPCHO.

II.  HEOBXIJIHI TEPMIHU TA ITO3HAUEHHS

S-61m0k — (hyHKIS, IO MpUiMaE Ha BXix 77 OIT i IEPETBOPIO
iX 3a BH3HAYCHUM NPABHJIOM, BHIAIOUM HA BHXOZII m OIT. 17 Ta
m He 000B’SI3KOBO piBHI MK co0or0. SIKIMO m = n, TO MOBA
Hae npo OiekTuBHuI S-010K. B mmdpax, ki Mu po3risigaemo,
BHKOPHCTOBYIOTHCS CaMe O1€KTHBHI IIEPETBOPCHHSL.

Hexa#t f:{0,1}" — {0,1}" — nesike BIAOOPAKCHHSL.

Tabnuya  imosiprocmeii  ougpepenyianie  (Difference

Distribution Table, DDT) BimoOpakeHHA f — MATPHIA ||dy||

po3mipHOCTi 27 x 2", ie KOJKHHH €NEMEHT d,;, 3HAXOTMTHCS 32
(hopmyoro:



d, =[xeton: f(x®N® ()= /).
Tabnuya imosipnocmeii ninitinux anpoxcumayiti (Linear

Approximation Table, LAT) BinoOpaxeHHs f — MATpHIA ||cy||

po3mipHOCTi 2" X 2", e KOKHUH €TEMEHT ¢, 3HAXOTHTHCA 3a
(hopmyoro:
cij — |{x c {0,1}” Cxei= f(x) . ]}| _ 2n71 — 7Z:(_l)x-z@f(x)-/' .
X

ImoBipHOCTI AudepeHianiB Ta TiHIHHEX aMPOKCHMAINH
BH3HAYAIOTh CTIHKICTB KPHIITONEPETBOPECHD JI0
Ju(epeHIiaabHOTO Ta JIHIHHOTO KPUITOAHAIZY.

III. TIEPEBIPKA S-BJIOKIB HA « BUIIAJIKOBICTE

Pozpobuuku mmpy «Kaxuaa» aexmapysaam, mo S-010Kd
JAHOTO AJTOPHTMY OACPIKaHi IITAXOM BHIAIKOBOTO IOLIYKY:
TCHEPYBAaJach BHIAJKOBA IMJICTAHOBKA, AKA NEPEBIpsIach HA
psAx yMOB Ha KpunrorpadiuHi mapaMeTpH; IiJICTaHOBKH, SIKI
HC 3QJ0BOJBHAIHA  YMOBAM, BIiZKHAATHCH. TaOmiriHe
MPSACTABICHHA 3aMICTh AHAJTITHIHOTO BH3HAYCHHA (K TO
3po0eHO, ckaxkimo, B uppi AES) Oymo 00paHo cremiaabHO
JUTS 3AXUCTY Bif anreOpaiTHHX aTak.

IcHYIOTH TCOPCTHYHI OWIHKH I TICBHUX CTATHCTHYHHX
MApPaMCTPIB BHIAIKOBHX S-OJIOKIB — 30KpPeMa, BH3HAYUCHO
TCOPETHYHY IMOBIPHICTh, IIO I BHIIAJKOBOTO S-OJOKY
MakcHManbHe 3HaucHHA A Tadmmmi DDT (LAT) Oyme
3yCTpiuaTuCh HE OimbIne Hixk N pasis [4]. 3a OmMOMOTom0 mux
MapaMeTPiB  MOJKHA  BCTAHOBHTH, CKUTBKH  HCOOXITHO
mepedpaTn BHMAAKOBHX S-0710kiB, mo0 3HaWTH S-070K i3
3aJaHIMH apaMeTPaMH. [ 3]

Jaas DDT 8-0irmoro S-010Ky BIATOBIZHA 1MOBIPHICTH
OILIHIOETHCA 32 TAKOK (POPMYIIOH0:
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Hamu 6yn0 po3ristHyTO BiciM S-00KIB S),,...,S; 3 mudppy
«Kamua» 2007 p. [2] Ta yotupu S-0n0Ku 7 ,..., 77, 3 WHPPY

«Kammra» 2014 p [1]. Jna kokHOrO 3 HHX NOOYIOBAHO
TaOIHMIO IMOBIPHOCTI TU(epeHITiaiB 1 TAOIUIO IMOBIPHICTIO
THIHHEX aIMPOKCHMAMIH Ta OOUMCICHO 3HAYCHHS MAPAaMETPIB

A N T1a Pr(A,N). PesympraTH OOYHMCICHb HABEICHO Y
tabmuui [.3raueHnsa iMoBipHOCTeH Pr(4, N) nma DDT 1a LAT
S-6mokie mmppis «Kanuaa»

TABIMIIA L. 3HAUBHHSA MOBIPHOCTEM Pr(A, V) 1ma DDT ta LAT S-
BJIOKIB IIADPIB «K AJTMHA»

DT LAT
S-6nox

3 N Pr(A,N) | a N Pr(1,N)
7T, 8 15 ~ 270 24 44 ~ 27200
7 8 9 ~ D100 24 28 ~ D240
T, 8 7 ~ 7120 24 42 ~ D200
T, 8 9 ~ D100 24 40 ~ D200
S, 8 20 ~ 2718 32 2 ~278
S, 8 80 ~2 30 6 ~2
S, 8 96 ~ 2718 32 2 ~278
S, 8 96 ~ 2718 32 4 ~27
S, 8 91 ~ 2718 32 8 ~27
S 8 93 ~ 2718 32 5 ~27
S 8 101 ~ 2718 32 3 ~278
S, 8 105 ~ 2718 32 3 ~27

3 HaBemeHHWX [JAaHWX 0aummo, mo S-0mokm S,,...,S;

mepmroi  Bepcii mudpy «Kammra» wminkoM wMormm OyTH
3HAWCHI MULIXOM BHIIAJKOBOTO IOIIYKY: CKIATHICTh TAKOTO

18 20
MOIIYKY B CEPSAHBOMY CTAHOBHTH 2 +2° mepebopy. OaHak
BHITAJAKOBHH TOMMYK S-OJIOKIB 13 MApaMeTPaMH IiACTAHOBOK

100 , 200
CTBEP/UKYBATH, IO S-OIOKH 7,,..,77; IMOHAHMCEHINE OyiH

MICBHAM AQHANITHUYHUM YHHOM ITOKPAMICHI U IHACHICHHA
CTIHKOCTI 10 Au()ePEHIIATbHOTO TA JIHIHHOTO KPUNITOAHATIZY.
IV. BHCHOBKH

byno mokazaHo, Mo TreHepawis S-OJNOKIB aIropuIMy

mmppysaras  JACTY  7624:2014 «Kanmna»  momsixom

BHIIAJKOBOTO TIOIIYKY BHMATa€ 3aHAATO BEIHMKOI KIJTBKOCTL

pecypciB (Ha BimMiHY Bix reHepamii S-O70KIB MOTICPEAHBOT

Bepcil mmdpy «Kammra» 2007 poky). BianosimHo, MOKHA

CTBED/UKYBATH, 1IN0 JUI1 TCHEPYBAaHHA IWMX S-OJOKiB

BHKOPHUCTOBYBAJIUCH TICBHI AHANITHYHI aNTOPUTMH, OIIHKA

BIUTMBY SIKMX HA 3arajbHy KpunrorpadidHy cTiiikicTs mmppy

Hapasi € HeJOC I IKEHOIO.
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