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Anomauin -  IlpoBemeHo  aHami3  KpunrTocriiikocTi
CTaHJApPTHUX 3acoGiB 3axucry iHpopmamnii 3 oOMekeHNMU
00UHCTIOBAIBHAMH  pecypcaMu. OOGrpyHTOBaHO  YMOBH
iCHYBaHHSI O/JIHOCTOPOHHIX (YHKIIi 3 BpaxyBaHHSIM CUMeETpIi
yacy 3a JOMOMOIroK Teopii JIHIMHNX MNOCTiIOBHICHUX MalluH
(JIIC). PosrasinyTo GyHKIIOHYBAHHS JIiHIHNX KOHIPYEHTHHX
reHepaTopiB Ha OCHOBi aBTOMaTHHX Mogesdeil B moii Ianya.
3anponoHOBaHAa CTPYKTYpa MAJIOPECYPCHOI  OTHOCTOPOHHBOI
xem-pyHKIIi Ha ocHOBI TeopeTn4Horo anapary JIIIC.

Abstract — The analysis of cryptoresistance of the standard
protection with the restricted computable resources is done. The
conditions of existence of one-way functions taking into account
the time symmetry by help of the theory of linear finite state
machine (LFSM) are proved. The functioning of linear congruent
generators based on automaton models in Galois field is
considered. The structure of the low resource one-way hash-
function which based on theory of LFSM are suggested.
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I. Bervin

MaricTpanbHUM  IUDIXOM  PO3BHTKY  1H(pOpMAamiHHUX
TEXHONOTiH B HAHOmMWK4i poku craHe IHTepHer Peuel
(Internet of Things, 10T). Lleit HanpsMOK XapakTe-pH3Y€ETHCA

00’€THAHHAM B €IWHY OC3MpPOBITHY MEPEKY PI3HOMAHITHHX
MPUIAAiB, CCHCOPIB, JABAYiB (THIy MITOK PamiO¥acTOTHOL
imenruikamii, REID) [1].

CTpiMKHH PO3ZBHTOK TAKUX TEXHOJOTIH POOUTH [y>Ke
aKTyaJbHHMH TNHTAHHA, AKi MOB s3aHI 3 iX iH(oOpMALiHHO
Oc3mekor0. OCHOBHOKO TPOONICMOI0 € T¢, IO 3a3HAYCHI
IHTepHET-32C00H MAKOTH 3HAYHI OOMCKCHHSA HA MPOTPAMHO-
amapaTHi PeCYpPCH, MmO POOHUTh HEMOXKITHBHM 3aCTOCYBAHHS 10
HHUX BIJOMHX CTAHZAPTHHUX CIIOCO0IB 3aXHCTY iH(OpMAITii.

E(exruBHEM BHpPIMCHHSM TPOOIEMH  3a0e3me-YeHHSA
iH(opMamiiiHoi Oe3meku y cpiti IntepHeTy Peueit moxxe cratu
TaK 3BaHA «MaJopecypcHa» (low resource) ad0 «JIETKOBATrOBa»
kpurrrorpadis (lightweight cryptography, LWC) [2].

3amaucr0  TMPOEKTYBAHHS  3aC00IB  MAJOPECYpPCHOI
kpunrorpadii € 3HAXOMKCHHA KOMIIPOMICY MK HASBHHMH
OOMCKCHHSIMH, I[IHOFO Ta KPHITOCTIHKICTIO aNrOpUTMIiB
3axucTy. Takuil KOMIIPOMIC MOXKHA INYKATH SK HA OCHOBL
CHPOIIECHHS BIIOMHUX TaK i Po3poO0Ii HOBUX KPHUNTOTpapidHUX
3ac00iB. TakuM YHHOM, CHOTOHI € AKTYATbHHMH TOCTIHKCHHS
3 TO3MIiM MamopecypcHoi kpumrorpadii Takmx 0a30BHX
MIPUMITHBIB K XeII-(DYHKIIi, TeHEPAaTOPH NCEBA0-BUMAAKOBHX
ypcen, OJIOKOBI Ta MOTOKOBI M (pH TOIIO.

II.  OJHOCTOPOHHI ®YHKIIL

Posrmsgremo ¢yHKIiFO [, fKa TEPETBOPIOE IBIHKOBHIA
PAAOK CHMBOJIB AOBKHHOIO # B IBIHKOBHH PAIOK CHMBOIIB
JIOBKHHOIO m (m <<mn):



F:{0,1}" —>{01}"

OyHKIis [ HA3HBAETBHCA OTHOCTOPOHHBOK (one-way),
SIKIO BUKOHYIOTBCS TaKi YMOBH [3]:

1. Jns perepmiHOBaHOI MammHH ThHIOpiHTA  ICHYE
anropuT™, SIKHH AIs Oyap-KOTO  apryMeHTy x 3
TIOJTIHOMIAJIFHOKO CKJIAAHICTIO 00uHCmoe y = F(X) .

2. UmogipHicHa MampHa THIOPIHTa MOKE TIO 33JaHOMY V
BH3HAYUTH apPTYMEHT x 13 PIBHAHHA y = F(X) 3 Ayske Maso0
HMOBIPHICTIO:

PUF(Tp(F() = F(x)} <—— (1)
p(n)

Je p(rn)— NesIKuH TTOJIHOM PO3MIPHOCTI 71 .

Hedopmampro kakyum, omHOcTOpoHHA (QyHKIiA F(x)
JIETKO OOYHCITIOE CBOE 3HAYCHHS IS OYIb-IKOTO APTYMEHTY X
, OIHAK, Oy)XC BAXKKO 3HAHTH apryMeHT (yHKmii mo ii
3HAYCHHIO.

OmHOoCcTOPOHHS (DYHKIIS € ICHTPATHHAM MOHATTIM B
kpumrorpadii, Oarato  kpunmrorpagiuyHMX ~— IPHMITHBIB
0a3yeThca HA 11 OCHOBI, ajIc caMe iCHYBAaHHS Takoi (pYHKUIT A0
IBOTO YaCy MATEMATHYHO HE JOBEACHO. SIK HE TOBEICHO Ta HE
COPOCTOBAHO 30ir kiacis ckaaguocti £ 1a NP (P = NP?7).

LlikoM MOKTHBO, TIO PO3B’ A3AHHA i€l IPOOICMH HE
ICHY€ B paMKaX iCHYIOYOi TapaurMu OOYHCICHb.

ToMmy cmpoOyemMo  mpoaHami3yBaTH  mpoOiieMy
iCHYBaHHA OTHOCTOPOHHBOI (DYHKITI 3 iHIIOTO OOKY.
B cyyacHmx MoOaemsIX OOUNMCTIOBANBHUX ITPOILCCIB

BHKOPHCTOBYETHCS JIHIMHA CTPYKTYpa Yacy, sIKa HANpaBJICHA
Bil MHHYJIOTO 10 Mait0OyTHhOro. OmHaK B ()YHAAMCHTAITBHIX
3aKOHAX (Di3HKH BiX KJIACHYHOI HBIOTOHIBCHKOI JWHAMIKH A0
TEOpii BIAHOCHOCTI TA KBAHTOBOI TMHAMIKH KaTCTOPiA Uacy HE
MICTHTH B CODOI BIAMIHHOCTI MK MHHYIHM 1 MauOyTHIM [4].
Lle o3Hauae, mo TeopeMH, AKI BipHI IPH 3MiHI Yacy Big
“TenepimHbOro” A0 “MaWOYTHROTO , OYAYTH TAKOXK BiPHUMH
TIPH 3MiHI 9acy BiJ “TENEPINIHBOr0” A0 “MHUHYIOT0 .

Biapasy BBemeM0 HEOOXiTHI YTOUHCHHSL.

[No-nepme, Mu MaeMO Ha yBasi HE (i3HUHY
4acy, a JU0IC MATEMATHYHY.

KATCTOPIF0

[Mo-gpyre, OyaeMO pO3TIIAOATH JTHINC THHAMIYHI CHCTCMH
(JAC), AKi XapakTepU3YIOTHCA MHOKHHAMH CTaHIB, BXOZIB i
BHXO/IB, a TAKOX JBOMA (PYHKIISIMH: MEPEXOIIB 1 BHXOIB.
OOmexxumoch Tinbku iHTErpoBaHuMH JIC 3 OTHUM CTYTICHEM
CBOOOAM, 11 SKHX IOCHIAOBHICT, 3MIH CTaHIB B 4aci
VTBOPIOE B TIPOCTOpPI CTaHIB CHCTEMH 3aMKHYTY (hazoBy
TPAEKTOPIIO ¥ BUITIALAL Koma [5].

Haii6inpm POBIIOBCIOKECHAM MIPEACTABHUKOM
3a3HaucHuX JIC € aBTOHOMHI KiHIICBI ABTOMATH, 30KpPEMa,
ABTOHOMHI JiHi¥HI apromaTd. CaMme Taki aBTOMATH i
BHKOPHCTOBYIOTBCS B CYUACHIH Kpunrorpadii.

III.  ABTOMATHI IIPEJICTABJIEHHS KPHUITTOI'PA®IUHUX
OVHKIIHN

Baratoobiuarounm  migxomomM B kpumrorpadii €
BHKOPHCTAHHS TCOPETHKO-aBTOMATHHX MOJACTICH.

Posrsiremo kpumrorpaditHi IPUMITHBH Ha OCHOB1 Teopii
niHiHHEX mocmigoBHiCHEX cxeM (JITIC) [6].

O3HAYEHHSA 1. JIIIC 3 r enxeMecHTAMH mam’ sTi, [
BXOJAMH 1 m BHUXOJAMH € KIHICBHM ABTOMATOM JiHIHHOTO
TUIy (JiHIHHUM aBroMaroM), Akuil Hax moneM Namya GF'(q)
OMHUCYETHC (PYHKUIEFO CTAHIB (TICPESXOIIB)

SE+D)=AxSt)+BxU), GF(2) D
1 (PYHKII€I0 BUXOIIB
YO =CxS®)+DxU@), GFQ2) )
me [ — jguckpetHHH wac, A= "al . B= ”bl-- ;
Pllyxr s
C= ||c,-]-| ;D= "dl-j XapaKTCPUCTHYHI  MATPHIIL,;
mxr mx1

S = ||s,-||r U@ = ||u,|| ¥ Y()= ||y,||m — BIAMOBITHO CIIOBO
CTaHy, BXIJHE 1 BHXI/JTHE.

Enementn  Martpmmi A B (1) Bu3HAYAKOTBCH
Koc(iIieHTaMH TOPOIKYBATBHOTO IONIHOMA, IO CBIiTYHTH
mpo TICHUH 3B’A30K AaBTOMATHOTO 1 MOJIHOMiaJbHOTO
MpeACTaBICHb B mosax [amya.

Hatimpocrimmoro  amapatHoro  peamizamiero  JIIIC €
3aragbHOBIJOMHM PETICTP 3CYBY 3 JIHIHHAM OOCPHEHHM
3B’ koM (P3J103).

O3BHAYEHHS 2. Asronomuoro JIIC A 4, Hax momem

GF(2) wnazmBaerbcs Taka JIIIC, QyHKUIIOHYBAaHHA AKOI HE

3QICKUTh BiJ BXITHHX CHTHAJIB 1 OMHCYETHCA (DYHKIUEIO
CTaHiB (TIEpex0iB)

SE+D=AxS8F), GF(Q2) 3)

Amnaparroro peamizamiero agroHomHoi JIIIC € P3JIO3,

SIKMH TCIS 3aIyCcKy Jaii (PYHKIIOHY€ Y BITBHOMY PpEKHMIi

srimao (3). Tlpm Bubopi matpumi A B (3) Ha OCHOBI
MPUMITHBHOTO TIOPOKYBAIBHOTO IMOMiHOMY 7 -BUMipHA JITIC
Oyae reHepyBatH M-mocri-n1oBHicTh nepioay 2” —1, ska mpu
BCIMKHX 7 TPAKTHIHO HC BiAPI3HAETHCA BiJ BHIIAIKOBOI
nocmigosHocTi. ToOTo, Taka JIIIC Oyne mceBaOBHIAAKOBUM
reaeparopoM umcen (IIBT'Y) B mom. GF(2)

Taxuit TIB['Y (sa3Bemo iioro mpsamuM)  (YHKIIOHYE MO
KMl Yacy BiA “TeHepimHboro” a0 “MaidyTHHOTO .

[Mo3naummo mouarkosuii cran JIIIC sax S(0), a xiHUCBHHA
craH yepe3 TakriB podorm mpsimoro [IBIY sk S(n). Tomi

MOCTITOBHICTE OOYHCICHDh 3TiZHO (3) MOXKHA KOMIAKTHO
3aMHCATH TAK:



S(m) = Fg (50)) “

O3HAYEHHSA 3. Ob6eprenoro asroHomuoo JIIIC A,

Hax moneM (GF'(2) wmasmBaerscs Taka JIIIC, gyHKIIOHYBaHHA

SAKOi HC 3AQJCKWTh B BXIJHHX CHTHAJIB 1 OIHCYETHCA
(PYHKIIi€FO CTaHIB (IIEPEXOIiB)

SO =A4,,,xS¢+1), GF(Q2) )

AmnaparHoro peamizariero obepreHoi apronoMHOI JITIC €
IBI'Y (mazeemo #oro OOCpHCHHM), AKHH (DYHKIIIOHYE MO
IIKAJi Yacy Bix “TEHepilHbOT0” 10 “MHHYJIOro .

O0Oeprennit [IBI'U renepye ememeHTH B mom [amya B
00CpHEHOMY MOPSIAKY B MOPiBHAHHI 3 mpamuM [1BI'Y. Skmo
obepuenuit [1BI'Y moune mparmrosaty micit mpsamoro [IBIMY,
TOII MOXHA 31 CTaHy S(#) 3HOBY HOBEPHYTHCH B cTaH S(0) :

S(0) = Fiy (5(m)) (6)

He Bakko 3po3ymirm, mo mosepHyTHCh B cTraH S(0)

iHIMAM ~ CMOCOOOM, HANPHKIAM, 34 JOMOMOTOK (PyHKIii
mepexofis (3), «ayke BaKKO». TakuM YmHOM, (QYHKIIA
mepexomiB (3), um (QyHKIA Fg: B (4). € OTHOCTOPOHHBOKO

A npsamoro T1IBI'Y.

Amnanoriuno, nus obepueHoro IIBI'Y 0mHO-CTOPOHHBOFO
(yHxieto € Gyrknis cranis (5) un ¢pyekuia F,, B (6).

LlixaBo mpoaHami3yBaTH 3B 130K MK (YHKUIIMEH F g, i

F,,, 3 no3umi# ckaagHocTi odunciens. Sk BuaHO 3 (3) Ta (6)

i (yHKII B MAaTEeMaTHYHOMY CEHCI BIAPIZHSIOTHCS CBOIMH
XAPAKTEPUCTHYIHHMH MATPHILIMH.

Marpumi A Ta A, € B3aEMHO OOCPHCHUMH, TOOTO IX
J0OYTOK TOPiBHIOE OAWHAYHIH MaTpuui /

AxA;

inv = I
Sk BiIOMO, TOCTITOBHHH AQITOPHTM 3HAXOIKCHHSI
OOCpHEHOI MATpHWII B HAWTIPOIOMY BHIIAAKY MA€ HacoOBY

CKJIATHICTB O(n3) [7]. Ha mnpakTumi BHKOPHCTOBYIOTHCS
marpumi A Aaye mpocTol CTPYKTYPH, i (PaKTHUIHO mepexinx
Bil OHOI MATPHIN OO 1HOIOT BUMATAE JTHINC ABOX IIHUKTIMHUX
OTICpaLii 3CYBY PAAKIB i CTOBIIIB MaTpHIh [8].

Takum YHHOM, 3a7gada TICPEXoAy Bix £ %t A0 F,, i

HABIIAKK MA€ MOJIIHOMIATBHY CKJIATHICTD 1 HAJGKUTH J0 KIACy
cxaguocti £ . A cami oOumcaeHus 3a opmyiaamu (3) Ta (5)
MAFOTh JiHIHHY cKiamHicTe O(n) .

Mo cymi

ysxmii  Fg, Ta Fy,, € I3CpKamBHAM

BiTOOPAKCHHAM OXHA OAHOI 1 IX MOYKHA PO3TJIAJATH SIK JBi
croponu oaHiei iHTerpoBanoi (yHkuii /. I ma (yHKuis Bxe
HE € OTHOCTOPOHHBOO TIPH POOOTI 3 PI3HUMH HIKAJIAMH 1acCy.

B [9] orpumano (yHAAMCHTANPHWH pPE3yIbTaT, SKHH
KOPOTKO (OPMYTIOETBCA v  BHLJIAAI TAKOi TCOPCMH:
«TICCBJIOBHIIAIKOBI TCHEPATOPH ICHYIOTH TOAL 1 IHINE TOMI,
KOITH ICHYIOTH OJTHOCTOPOHHI (PyHKIII».

Sk MOKA3YIOTh BHIICHABEICHI PO3PAXYHKH 3a3HAYCHA
TeopeMa OyAe CHOPaBCATHBOK TPH BHKOPHCTAHHI JIHIIC
OIHOTO YaCOBOTO HAMPAMKY.

IV. JIIHIMHWN KOHTPYEHTHUN TEHEPATOP

JliniHmit koHrpyeHTHHI reHeparop (JIKD) Hame:xuts 1o
HAMBIZOMIIINX TCHEPATOPIB  IICCBAOBHIIAJKOBHX  UHCEIL.
3BaKAOUH HA NPOCTOTY peaiisamii Ta MBHAKICTE PoOOTH
HOTO IKOM MOXKHA BIJHECTH A0 3aC00iB MAaoOpecypcHOI
kpunrorpadii. He3Baskaroum Ha HU3BKY KPHIITOCTIHKICTB,
JIKT mae myxe mmpoky cepy 3acTOCYBaHHS, 30KpeMa, B
KOMILIATOPaxX 0araTb0X MOB MPOTPAMYBAHHS.

JIK' ¢opmye TICEBIOBHIIAAKOBE HHCIO X; 3TILTHO

(dopmymu

x; =(axx;; +¢)ymodm @)

e a, ¢, m - MUTOYHCIoBi KoHCcTanTH (7 =1,2,3,...),
X( - MOYATKOBE 3HAUCHHSI (3aPOJOK, seed).

Hesaskko nomitura ananorito mixk JIKT ta JITIC.

©opmymm (3) 1 (7) peamizyrOTh NPUMITHBHO-PEKYPCHBHY
({yHKIFO 3 0gHEM 3MIHHEM mapamerpom: dac f amst JITIC i
x; ot JIKD. O0umcnenns 3a MoxyneM m B (7) aHAJNOTIYHE

obuncrienHto B momni ['axya B (3). [lpu mpaBmiasHOMY BHOODI
roHCTaHT B (7) JIKD' Oyae reHepyBaTd JOCTaTHBO TOBTY 1
CTATHCTHYHO XOPOIIY IMOCIIAOBHICTh YHCEI, AHAJOTIUHY M-
nocmiaosHocTi amst JITIC.

st amamizy kpumroctitikocti  JIKD PpO3LIIHEMO
mpoueaypy renepamii umcen B (7) 3 MO3HINH CKIATHOCTI
obuuciaeHb. SIKIO 3apodOK Xy € CEKPETHHM A
cympoTuBHHKA, TOmi (opmyma (7) BIOMOBIOAE BUMOTAM
OTHOCTOPOHBOI (DYHKIIIT.

Un MO’KHA OPTraHi3yBaTH TCHEPALIIO YHCENT 32 AOMOMOT OO
JIKT B 00cpHCHOMY TIOPSIKY?

Posrisiremo cmodatky Hanmpocrimmit BapiasT JIKT, komun
c=0:

x; =(axx,_y)modm ®)

Iarepnperyroun JIKT sx kinnesui apromar B nomi amya

GEF(m) HEBAYKKO BHBECTH (hopmyny reHepamii
TICEBJOBUIIAAKOBUX YHCET B 0OCPHCHOMY MOPSAKY:
X = Uiy X x;) mod m ®)

J¢ @, — KOHCTAHTa, OOCPHCHA A0 KOHCTAHTH « .



Oopmymm (8) i (9) € MOBHHMH AHATOTAMH BiTNOBLIHHX
dopmya (3) i (5) mna JIIIC. B 3araapHOMY BHIAIKY, KOJH
c#0:

x;q =((x; +¢) X ajp,, + ¢ +w)ymodm (10)
ae w=1 abo w=-1 B 3aNCKHOCTi BiJ CHiBBITHOIMCHHI MiK
KOHCTAHTAMH d, C, M .

Bemmumny a;,, B (9) 1 (10) MOXKHA pO3TILAATH, SK
OOcpHEHHUIT eneMeHT mons ['adya BiTHOCHO BEIHYHHH d,
TOOTO CIiBBiIHOMCHHS MK BKA3aHHMH YHCIIAMH TaKe:

ax a;,, =lmodm

Orxe, mo anmamizy JIKI' MokHA 3acTocyBaTH BCi OCHOBHI
teopermyHi monokeHHs JIIIC BiTHOCHO OJXHOCTOPOHHIX
(PYHKIIH, SIKi OYJIM PO3TILIHYTI BHILEC.

V. MAJOPECYPCHI XENI-®VYHKIIIT

[lepcnekTuBHEM HampsSMKOM B cdepi MiHIaTIOpH-3amii
O0YNCIOBANBEHUX NPHCTPOiB € po3BuTOK RFID-TexHOIOTIH
[1,2]. LIi TexHomorii Oa3yrOThCA HA  ABTOMA-THUHIH
ineHTH(ikanii 00’ exTiB, KOMH iH(OPMALIA TCPSHAETHCA 3a
JOTIOMOTOK0 PATIOCHTHAMIB 1 30€piraeThcad B CHELIAIBHHX
RFID-mitkax. OCHOBHMMH HPOOJIEMAMH TYT € 3a0€3ICUYCHHS
MPAaBIIIBHOCTI Tiepenadui Ta 30epeskeHHS KOH(IICHIIHHOCTI
iH(pOpMaii, 3aNMCAHOI B MITKH.

Jnsa mepeBipKH UiTICHOCTI Ta AyTCHTHYHOCTI TTOB1IOMIICHB
MOKHAQ BHKOPHCTATH XCIIYBaHHA, TOOTO VIOUTEHEHHS
MOYATKOBOI IMOCHiTOBHOCTI X CHMBOJIIB JOBUIBHOI JOBKHHH
n B NOCIIAOBHICTE Y CHMBOIIB (hikCOBAHOT OBKHHH
r (r <<n). 3-3a CyTT€BUX OOMCIKCHb HA YACOBI Ta amaparTHi

pecypcu a1 RFID-TeXHONOTIH MOXHA BHKOPHCTOBYBATH
JHIIE MAKCHMAILHO ITOJIETIICHI» XCII-aITOPUTMH.

Hna aHamzy Xem-(QyHKIH TaKOXK JacTo
BHKOPHCTOBYEThCS aproMartHuil miaxia [10]. Posrmsmemo
MPOLEAYPY XCHIYBAaHHSI HA OCHOBI TEOPETUYHOTO amapary
JIIIC [6]. B upoMy BHIAAKy HOCTiZOBHICTE X MOXKHA
IHTEPIPETYBATH SIK BXIJHY IOCILTOBHICTH CHMBOIIB, IIiJ

miero sxoro JIIIC 3 mesxoro mowatkosoro craHy S(0)
mepeiiae B ctan S () . MareMaTHIHI ICPSTBOPCHHS B MPOLECi
ITCpaTHBHUX OOYHCICHb 3TIHCHIOTHCH 3TigHO (opmymm (1).
OOumcmennit cran S(n) 1 Oyzae 3HaueHHAM  (PyHKII

xemryBaHHI H(X):
H(X)=5()

Taka xem-¢yukuis H(X) Oyae mMpuAaTHOK TIABKH IS
MICPEBIPKH BIACYTHOCTI HCHABMHCHHX CITOTBOPCHB TCPCIAHIX
MOBIIOMJICHB, TOOTO IS IEPEBIPKHU LLTICHOCTI TAHHX.

[IpoanamizyeMo JeTajbHINIE YMOBH KPHITOCTIH-KOCTI
3a3HAYCHOT  Xerm-(yHKIii H(X). HaiiBaxmmsi-mor0
BIACTHBICTIO Kpumrorpadivyaoi xem-QyHKOii B TepMiHAX

teopii JITIC € Take: nerkictb OOYMCIEHHS CTaHY S(#) 1O

3aJaHHOMY movyatkoBoMy crany  S(0) 1 mpakTHuHY
HEMOJKJIMBICTE (OKpIM TIOBHOTO IIepeOOpY) 3HAXOHKCHHS
crany S(0) mo Bizomomy crany S(n). Ilependauaerscs, mo
CYNPOTUBHUKY MOXYTh OYTH BiTOMI XapaKTCPHCTHYHI
matpumi JITIC (cTpykrypa o0epHEHHX 3B SI3KIB IIPH peaizanmii
y Burmigi P3JI03). Iammmu cnoBamu, xem-gyekmis H(X)
Mag€ OyTH OIHOCTOPOHHBOK (DYHKIUEIO F g, .

Ompak Taka OJHOCTOPOHHA (YHKUIT Mae€ TMiJKA3Ky
(«motaemumit  BXim» —  frapdoorfunction).  TOYATKOBC
sHaucHHs (seed) TIBI'Y, To6To mouatkoBumii cran S(0)

JIIC. 3apagxku 3HaeHO S(0) OTpHMMyBauy [MaHHX MOMKE
3reHepyBati CBOK  xem-(pyukuiro H'(X) i mopieHsTH ii 3
nepeaanor xem-¢pyukmiero H(X).

3Bmuaiino, 3HauweHHs S(0) ™Mae OyTH 3akpuTHM A
CYNPOTHUBHHUKA, TOOTO MAa€ CTaTH 7 -PO3PSAHUM CECKPETHHM
kaoueM K, sKui BiZOMHI THIIC mepeaaBavy Ta OTPUMYBAUY
Janux. Takmm umaoM, Xemr-QyHkuist H(X) Mae 000B’SI3KOBO
Oyrn kmo4oBOK0. OKpIM MIABHINICHHA KPUITOCTIHKOCTI
CCKpPCTHHH KMOY  3a0€3MCYHMTh TAKOXK  IMITO3aXHCT B
MPOTOKONIAX ayTeHTH(DIKALI] TOBIIOMICHD.

Bci HaBeneHi Bume MipKyBaHHS OyIyTh CIPABEIIUBHMH
JUIIE TpH PoOOTi B OTHOMY YACOBOMY HATPSAMKY, HATIPHKIIA,
BiJl «TEMEPIIHBOTO» 10 «MAWOYTHHOTO». AJe, 3 OJHAKOBUM
VCHIXOM MOYKHA TPAIFOBATH 1 B MPOTHICKHOMY HYaCOBOMY
HANPSIMKY: BIJ «TCTEPINIHBOTO» OO0 «MHHYJIOro». Tomi Bci
MaTEMATHYHI [OKA3H CTAHYTh J3CPKATBHO NMPOTHICKHUMH 1
xenr-QyHkmist H(X) mae Oyt OXHOCTOPOHHBOKO (DYHKIIEFO

F.

my -

Omuocroponnst  (yskuis  F),, TakoX Ma€ IAKA3KY:

ocrauHili crar S(n) JIIIC, ToO6TO came 3HaUCHHS Xem-(PyHKIii

H(X). 3acekpernrn 3HaueHHs H(X) HEMOKIMBO, ajie HOro

MOJKHA 3AXHCTHTH 32 JOMOMOTOK) 7 -PO3PSTHOTO CCKPETHOTO
K042, SKAH Mae€ TMCPeHaBaTHCh MICAA  OCHOBHOTO
MOBIIOMJIEHHS.

I Ha 3aBepIICHHS PO3TIIHEMO HAMOIIBII MOBHUI CUCHAPIH
3aXHCTY JAHUX 33 JOIOMOTOI0 Xem-(DYHKIIi, KOJH MOKHA
MOYEPTOBO MPALFOBATH B 000X YACOBHUX HAMPIMKAX.

Toxi mMOCTINOBHICTH XCEIIYBAHHSI JAHHX OyJE TaKOIO:
CHOYATKY XCINYEThCS CEKpeTHWit wmou K , mami — OCHOBHE
TIOBIOMIICHHSI, 1 HA 3aBEPUICHHS 3HOBY XCIIYETHCS CEKPETHUH
krou K .

B pe3yapTaTi MATHMEMO OTHOCTOPOHHIO XCII-(DYHKIUIO 3
OJHHM 3aKPHTHM CHMCTPHUYHHM KJIFOUCM, Ta 3 BIIKPUTHMH
MOYATKOBUM CTAHOM (HYJAbOBHM) i octaHHIM cranom JIIIC,
100T0 H(X).

VI. BUCHOBKH

bararo o04YHCIIOBANEHUX NPHCTPOIB HE MAIOTh 3MOTH
MOBHOI[IHHO PEai3yBaTH CKIAJHI CY4acHI 3aCO0HM 3axmHCTY,



mo mOoTpeOye PO3poOKH KpHNTO3aco0iB 3  BPAXyBAHHAM

oOMOXKCHHX — pecypciB.  Jma  ¢(CKTHBHOTO — BUPIIICHHA
3a3HAYCHOI MPOONCMH B POOOTI MPOBSACHO JOCHTIKCHHS
KPHIITOCTIHKOCT1 s HAMIpOCTImHX TCHEPATOPIB

TICCBJOBUIAAKOBUX 4YHMCEN Ta Xem-(yHKIiH HA OCHOBI
aBTOMATHUX Mojcled. Bapro BiA3HAUMTH, INO TCOPETHIHI

pe3yiIbTaTH, 30KpeMa, IPO OAHOCTOPOHHI (yHKmii 3
BPAXYBAHHAM PI3HHX YacOBHX INKAI, MOXYTh OyTH
BHKOPDHCTaHI TIPH TPOCKTYBAHHI CHCTEM Oy 1b-sIKO01
CKJIAIHOCTI.
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